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[1] IEC 62443-4-2:2019 (Security for industrial automation and control systems - Part 4-2:

Technical security requirements for IACS components)

[2] NIST SP 800-140C, CMVP Approved Security Functions: CMVP Validation Authority
Updates to ISO/IEC 24759

[3] NIST Special Publication 800-92, Guide to Computer Security Log Management
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* 1 *MEHE 5.6.3 | 2018 Interfaces

IEC 62443-4-2

FR 3 - System integrity

AL 5.6.4

OWASP IoT Top Ten
2018

7 ¢ Insecure Data

Transfer and Storage

IEC 62443-4-2

FR 4 - Data
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N Fo i)
% . .
ﬁ;’ T2RE | HATE 54 % 1R 3
confidentiality
F2FED ) k571 | IBC 6244342 FR 2 - Use control
ks
OWASP IoT Top Ten 7 * Insecure Data
. E ;f*'t EL; KL 572 2018 Transfer and Storage
P | FRETHR FR 4 - Data
VRN e IEC 62443-4-2
¢ 4 | PR confidentiality
T2 IEC 62443-4-2 FR 2 - Use control
PR S | ma 5.73 Table 4-1. Examples of
i Pl NIST SP 800-92 Logging Configuration
Settings
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a5 C
(%%)

B kRAKETR

2 C1 R RRATETE G f4

ID Threat Vulnerability Undesirable Consequence
e e L | ERAPREER . P RE KA R
B mw/E lﬁ%i;‘tﬁ';f& BB B R ITERA «ﬂ£¢uféﬁm
S-01 | Nefarious activity | Counterfeit by 3 1 A
. . . 3 E 18 s ¥ RIS E 4 2
/ Abuse malicious devices :{iﬁ = ICT I/, Fn: ;,iﬂ?‘: RS
is SPUIE (T
ERG R At ?{ AN @%J s )ﬁg{&m
S-02 ¢ A S HF %*mﬁﬁﬂfﬁéﬂ@ﬁ&w#ﬁ
Man in the middle | 3 > R 3 i * A 0wyt B
TR LS FUF -
Eavesdropping/ §p %8 4 » admin % » g,:#;ﬁ& H I
S-03 | Interception/ S S h ki (Web UI) z F" I HE NG
Hijacking ession iyacking BAsH o iz 82K E - (MITM)
£ ipeg d LI HEREER P EAAFTE G TR
$-04 R o B2 TR B A TR A R
eplay of messages gcrash) TR
o 8T . - £ £
<os | A4 é"f—k'c'fd n’il MG AL BRI 1 f 0 A
Damage/ Loss cak Lredentia Er AR B Bl R L B gt o
Storage
2. Tampering ( % %)
ID Threat Vulnerability Undesirable Consequence
NS o N2 £l LA S P S
T.01 B AR & ek q_#c#ﬁma*%ﬁmﬁ’i@'ﬁ}%  J
i malware mOERER o BB LT o vl
,%i/ééh//g’:% | o f;," o e
. .. 2]
}\Iziarlous activity , ) o A EI R L L
. use BERAE B SN GO~ AT R
- Counterfeit by B9, oy pedlh A ok WA ER , b ixip 2
malicious devices *E S EREE AR REEL
B (T o
. - ; - BiTdh ¢ R 2 F 4 BEPR T T
%'{/E'(r-“?l T—_‘%%‘o‘{ AeEd Y — AR T AEEA SR
T-03 | Failures / Third parties b4 > DHCP 2% %44 B £ ~ wifi % 245 %
Malfunctions failures "
K TAEY WEB gk 2.5
T.04 B R I HE A R 1% K& port 7 ek Tk P Rk
) B oo blde D B AR TR G

Physical attacks

Device
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R-02

ERC = S
Lower Trusted
Subject Updates
Logs

ID Threat Vulnerability Undesirable Consequence
modification PR o LR RIE AR E P o
3. Repudiation ( & 32
ID | Threat Vulnerability Undesirable Consequence
% 2F R ESEPOT AT N L
227 L Ea2 £l PR W o I el
R-01 T . (repudiation) % > ¥ 2 pF > PlEz2HP
Insufficient Auditing ik on P ENTE - £ 4h 0
RS {if ' ‘ Fo
Nefarious ! I SR edgp kR
activity / Abuse VAT Sk

FrEERBA LEEULE o RER
R FWA AR~ B Rg  Bg A
AXXFEFEZEDPNED o

4. Information disclosure ( F3# & )

ID Threat Vulnerability Undesirable Consequence
R IR - BT I A T
ERFENE 12 ”5 fgr FEREPF D R s?ﬁvfmz*% ' )"l Zp
1-01 | Nefarious Targeted attacks mm'%?i R T PR TR L
activity / Abuse aldp s o (KPP 2 vl ¥
BIERIF TP E Y TR REPER)
P4l it s =5 (elements) 20 B erid 2§32
( communication session ) ¢ F 3F e 2 ¥
rLiE a4 ¥TA B 4E G PR 7+ (denial of
service ) 2. #f csT H T o
LoD WAL R A | Bl D I AR R 0~ R A
protocol hijacking | *:4F 3| ¢ 353 745 b chAgR F 3 o
% KA (ex.router) A F R & & F H#K
KB & (ex &%E* %) il % 7] BGP
hijacking s # > g = /i £ i * M RAk R
I B /2535 w
Ei‘éfcsg;?il()};l/ng/ Ao g | AEF s dg R (F P LB 2 o
1-03 Hijacking Interception of lL ’ b"Hﬂ“ﬁ, oW TR
information F o
S F T i § S AE s HTTP B iy -
. ST E AT SNy BT
1-04 PRI AR T G AR ST f send 8 na guﬂz
Data Flow Sniffing WWRRREF & At LHE - LR
do g FALIE o
RRIF A ARE BB RN L AR E
1-05 Network * el b F_ s B Exdports ~ I i eb
reconnaissance PRARE o
1-06 | 4F /47 2 FHRAGE TS | g T4 A8 E L8 BIREAREE
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ID Threat Vulnerability Undesirable Consequence
Damage / Loss B s _Jrﬁ RS & LS Sy mF'ﬁ
Data / Sensitive FLEE A o
information leakage | G4 > 2% % 75 27 & B # i PRFE > H R
%F‘X'}" Mo B 'snl @Fl‘f'. E R P PR E o
P PR R il%mapﬁ_q_#’?ﬁl/@&% K ez, ¥
Ea - B 'FE] GBS SRAT o IR
B pp Yt = BlRERE T L E
B A B mAARTEELSY o
1-07 Weak Credential drdd A EFRT Ko f 0k AFlie- B
Storage FEf-fkE g 2w @ % SDL #+ 8 84415
FE.SE‘ 7 4 7% °
HWE Sk FRETERE
B pT FERTRENT RS -
+ 2% % ¥7 ISP (Internet Service Provider )
T B £ MAC & 2 s P - & £ ISP #2 %
AAv DA F S A BT o
b s s g e ¥ O3Bk B YEiE admin Sk B /R H 0
% x/ex R %@5&2% . FEr Lo Gldo o WD IR F L 2T
I-09 | Failures /. Authorization EdEe 0 AR BE T ko
Malfunctions Bypass : )

5. Denial of service (3£ PRF%)

1D) Threat Vulnerability Undesirable Consequence
S AT E B i HE e
g H
D-01 DDoS BV UM EE 2 F S AME - B A
B S - iR ERAR L kR
A o
Feyp s K F o
B2 AR BB E TR Bty e admin 9% % 3K A LG BB AR
Nefarious #* S FRRITAI T R o TR AT ET
D-02 | activity / Abuse | Potential Excessive | & (s gpkqm » 5 » F O T AR FE
Resource BEF R A FRAALGOTRFES &
Consumption fo.r deadlock + it § AP -
Modem or Admin's
Device
— f&%%ﬁﬂﬁﬁ*ﬂt’miﬁ%?ﬁ
D-03 Denial of service AR ARG R g S IREY B
B PIREE
e e R e e i s
D-04 G FEFTATE A EIRIEE R Y o

Outages

Loss of support

services
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1D Threat Vulnerability Undesirable Consequence
% 2/ TR ¥R IoT K& i % € F333d (745 /B303 (7
D-05 | Failures / Software S~ 088 bugs fok w453 A B b F o H
Malfunctions vulnerabilities LGSR R oo

6. Elevation of privilege ( #% = ##'2)

1D Threat Vulnerability Undesirable Consequence
Fr RS Yl WERLES B FI* gzpii 3 4 m ~ & > (elevation of
E-01 | Nefarious activity | Counterfeit by privilege #& = #4 ) P~ g AU H13%
/ Abuse malicious devices Ko
2 A N (B ) BE3) Hcdpis
‘ ) oo KRR i Y AR B 7 R AR T 5 s
i@igf@‘*’?% Hi-E o BEREL 0 Rt modem ik
TERERRER | e BB E R 46 (Web UD) #7138
E-02 sty SRR G % i S ek
) Elevat1.0n bﬁ’ (authentication bypass ) ik o 5% & 7 & d
12)1(1:::11%‘[111(1)%1 tFleOW | HTTP % HTTPS @& & £+ ' B 4 % ik
Modem oo %zéﬁfgﬁv@:%ﬁﬁuﬁﬂl:u i Efé;
R~ Bt A SR 0 &L~ F e Shell 4
Lo
2 gy -
. *ﬂf{?‘tt | T EEREE
sical attacks — o e e s L
y 5 > modem ¥ admin 7% & & H 8 X & 7o ke
g/ modem ¢4y £
03 Modem May be Gl4w > K Web UL$H i * 4 » 4y £ S 3
; SllleeC_t to ] B0 2 N KA iadri# R ¥ & (boundary
llirie\\//ialfoél [(;sing checks ) » i€ % 4% fif ik = ié ¥ ik 75 e
Remotg Code FiE o PR E LR .
Execution
2 4%
E.04 ﬂf f‘r%g ; f1* 344 & » & > (elevation of privilege
= cicvation o ’ﬂjfy_ B";g’ﬁﬁ «F-Bg\!j > -?-7};,:\ 2. °
privilege FA PR BE R R
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